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GLOSSARY OF DATA SECURITY TERMS AND CONCEPTS
With an increase in data breaches worldwide and the rise of Regulatory Compliance Frameworks to adhere
to, Data Security has never been more relevant and important. In an effort to help you gain an understanding
of this complex field, we have created a Data Security Glossary providing you with simplified, concise, and to-
the-point explanations for the most common Data Security terms and concepts.
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CLASSIFICATION
Data classification employs a repeatable and consistent
process to evaluate digital data and assign a classification tag
– either visibly, in the document metadata, or both. That tag
is then used to establish the relative sensitivity of the
document to the business.
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CONFIDENTIALITY
The aim of confidentiality is to protect information from
unauthorised access. In practice it is based on the principle of
least privilege and refers to an organisation’s efforts to keep
their data private and secure, ensuring that only those who
are authorised have access.
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CYBER AWARENESS
Users are the weakest link in any organisation and that is why
Cyber Awareness has become crucial. This term describes
educating internal staff on the tactics, techniques and
procedures used by malicious actors such as Phishing,
Ransomware and scams. This allows your users to become
resistant against making costly mistakes.

DATA BREACH
A data breach is the intentional or unintentional release of
secure or private/confidential information to an untrusted
environment or individual.
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DATA DISCOVERY
The process of discovering all data and file types that are
stored in Databases, Fileservers, Servers and Endpoints. This
data is then matched to the defined classification criteria in
order to promote data visibility and protection.
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DATA EGRESS
Data egress refers to data leaving a network to any external
location. Simple examples of data egress include cloud
uploads, outbound email messages, or files being moved to
external storage.
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DATA EXFILTRATION
The act of removing sensitive data from a company via
unauthorised means by an unauthorised actor.
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DATA LIFE CYCLE
The Data Life Cycle refers to how data is created, stored,
used, shared, archived, and ultimately deleted or destroyed.
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DATA LINEAGE
Data Lineage is the visualization of the flow of data between
creation, source, and destination (Visual representation of
Data Visibility). This includes information about the storage,
processing, transformations, and final presentation.
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DATA LOSS PREVENTION
Data Loss Prevention (DLP) is a toolset that allows you to
monitor how data is used and moved. It provides the ability
to monitor and/or block unwanted usage and sharing of data.
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DATA MASKING
This is the process of hiding original data by replacing it with
modified characters or content that is completely unrelated
to the original data.
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ADVANCED PERSISTENT THREAT
An Advanced Persistent Threat (APT) is a stealthy threat actor,
typically a nation state or state-sponsored group, which gains
unauthorised access to a computer network and remains
undetected for an extended period in which they can cause a
data breach via data exfiltration.
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DATA PRIVACY
Data Privacy is concerned with handling an individual’s
personal data with respect for anonymity and confidentiality.
Put simply, Data Privacy is about ensuring that an individual’s
information is not accessed by unauthorised parties and that
individuals retain control over their personally identifiable
information (PII).
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DATA TAXONOMY
Data taxonomy is the classification of data into categories
and severity levels depending on the data’s purpose and
sensitivity. Data needs to be organised into common
terminologies so that it promotes usability across multiple
platforms and assists the classification process.
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AVAILABILITY
Availability is about ensuring that authorised users can access
information and systems in a timely and uninterrupted
manner. Systems, applications, and data are of little value if
they are not accessible when authorised users need them. Put
simply, availability means that networks, systems, and
applications are up and running.
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DATA-IN-MOTION
This term is used to describe data that is flowing or in some
form of transport such as data sent over email, copied over a
network, or being uploaded to cloud storage.
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DATA-IN-USE
This term is used to describe active data that is in use by
applications and is stored in non-persistent storage.
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ENCRYPTION
Encryption is the process of encoding sensitive information
leaving it unreadable unless the decryption key is in the
readers possession.

21
GDPR
The General Data Protection Regulation, commonly known as
GDPR, went into effect in May 2018. The GDPR mandates a
baseline set of standards for companies that handle EU
citizens’ data to better safeguard the processing and
movement of citizens’ personal data.
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INFORMATION OFFICER
The company's information officer is responsible for the
implementation of maintenance of the Privacy policy within
the organisation. This needs to be the head of the
organization and cannot be outsourced.
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INFORMATION REGULATOR
The Information Regulator (South Africa) is an independent
body established in terms of section 39 of the protection of
personal information act 4 of 2013. It is subject to only the law
and the constitution and it is accountable to the National
assembly.
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INTEGRITY
Integrity refers to the quality of something being whole or
complete. It is about ensuring that data has not been
tampered with and, therefore, can be trusted. Making sure
your organisation's data is correct, authentic, and reliable, will
allow you to maintain data integrity.
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LEAST PRIVILEGE
The principle of least privilege (PoLP) refers to an information
security concept in which a user is given the minimum levels
of access – or permissions – needed to perform his/her job
functions.
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PERSONALLY IDENTIFIABLE INFORMATION
Personally Identifiable Information (PII) is data which can be
used to identify, locate, or contact an individual and includes
information like name, date of birth, place of residence, credit
card information, phone number, race, gender, criminal
record, age, and medical records.
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POPIA
The Protection of Personal Information Act is the data
protection law in South Africa that is coming into full effect on
the 1st of July 2021. POPIA governs the processing of
personal information with the primary aim of upholding a
person’s right to privacy as provided for in the Constitution.
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PRIVILEGED ACCESS MANAGEMENT
Privileged Access Management (PAM) is a toolset that allows
for the enforcement of Least Privilege across the
organisation. This tool ensures that users only have access to
the systems they need to complete their function or role.
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DATA VISIBILITY
You can’t protect what you can’t see. Data Visibility is
understanding how you collect, store, use, process and share
data in your organisation.
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STRUCTURED DATA
Structured data is highly organized and easily understood by
machine language. Those working within relational databases
can input, search, and manipulate structured data quickly.
Examples of structured data include names, dates, addresses,
credit card numbers, item information, geolocation, and
more.

30
UNSTRUCTURED DATA
Unstructured data is often categorized as qualitative data,
and it cannot be processed and analysed using conventional
methods. Unstructured data is difficult to deconstruct
because it has no pre-defined model, meaning it cannot
be organized in relational databases. Examples of
unstructured data include text, video, audio, mobile activity,
social media activity, and more.

17
DATA-AT-REST
This term is used to describe data that is stored in persistent
storage locations such as HDD’s, Databases, and cloud
storage.
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