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SIMULATED TARGETED ATTACK AND RESPONSE
Penetration testing engagements have typically been conducted in the same way for a long time now. The red
team simulates an attack in isolation with the aim of finding exploitable vulnerabilities in an organisation’s
network. In turn, the blue team is tasked to defend the network from the red team’s attack. This creates an
environment in which you have two opposing teams constantly trying to outsmart each other, instead of
working together as a team to achieve the primary goal of security testing, which is improving and

strengthening the organisation’s security posture. To address this problem, a new methodology is required.
Below we provide a short overview of this new methodology, called Simulated Targeted Attack and Response.

WHAT IS IT?
Simulated Targeted Attack and Response is a cyber security
methodology that enhances the penetration testing process

through close collaboration and coordination between red and
blue teams. This teamwork approach to security testing allows for

the methods of attack and response to be targeted and
predetermined, resulting in a better and more extensive

understanding of outcomes.

HOW IT WORKS?
In a Simulated Targeted Attack and Response methodology, the
security testing process moves from passive to active. Through
coordination between red and blue teams, security controls are
tested in real time with continuous feedback and knowledge

transfer throughout. This allows for more robust attack simulations,
resulting in security controls being understood more

comprehensively and strengthened before a compromise.

WHY YOU NEED IT?
This exercise allows security testing to be tailored to your
organisation’s specific industry and use cases. The ability to

conduct more robust testing of security controls results in more
comprehensive and precise recommendations, paving the way for
more effective detection and response strategies. Collaboration
between external and in-house security teams enable continuous

knowledge and skills transfer throughout the engagement.


